CN@GERT/CC
=] 3k E BRI v 2 PO

CNCERTEENZ £ Btk &

2021 F 1 BEEE 121 Hf

DOREEY

BE .

AR DL ONCERT Rl 248 Fo B IR ok R B M BB H T ERE, FRE
HBMEIENERZ LB HTRASEON, A EERLECAMAEZLF
P ATHR T,
2021 £ 1 A, BBHRMMEZARNERTINNE., TEHELT:
> FEAREALREFWEREREFHNLmEN9T £
> EARERMIERE N2, 7180, P HLERKIFHIERERTIA; &
NN G TR P SE 5 E 13,0994, 2 3 BUF W38 914 #txE 5 K
ShEE RE K E AT, 3074

> ERFEEZARAXZETEL (OND) KEEERE AL R4 R, 660
Ao Eo, HAKELSION, FHAARELETEREHIRFEAL 148

o_>

sk i iE: +861082990999 (# x) , 82991000 (3 ) f£H: +861082990399
B F Ui cncert@cert.org.cn
PGP Key: http://www.cert.org.cn/cncert.asc

M3k http://www.cert.org.cn/


http://www.cert.org.cn/cncert.asc
http://www.cert.org.cn/

] 5% BT B 2 0 www.cert.org.cn

ATERITEVNMNE RS ZAREEHFF O ( CNCERT )

1. CNCERT 4

TEHR 5

BRI ENRNE N AR ALER BT O (R “BREBRRNEAFL”, EXH
" CNCERT = CNCERT/CC) , M1 T 2001 4 8 A, AHEKFEEAHMEZLAHE
Ad, BEREHTENNEN RABERRFHELEMN, EHERBLLEFS, £F
ot B BRI . Kot &R, hEmp, ARKE” s, FREKNK
B AEHWNTG . I, MERPARES T, 2PN ETHRNZ L, RIEXH#
2 R Rh IR M & A5 AT .

RSN

EAFETENNE N AL EERR PHEL 2, B CNCERT £+ B A 31
My, BB, HETEALSINY, BIELARE 2L,V FR, HoHH 6
T, HEETHEZE R, BRERFNAF LML 2 ARE, HEFEELRN
ZANARFR, BT EHRGERLARFALZFE (CNVD) , £FRAELXEHRN
BEANEZALAEM,

1T A 1E

CNCERT I R EAT BN & 4, SEAMEREEAY. BEEESL. B4
EMBMEIAM . WEReRE BEEITRAGRET. WEREH L. RIHEERM
BREFZFTENG, WBENEL2EAEFTMAEAEGIE, REH 2L RN ML
AR H A LA “CNCERT 4 %2 p 2 4 L #E#AL” . CNCERT 2 ik i 7 # [5
R W %@ &8 B (ANVA) Fo o [ B 5k B W 48 2 2 g i i6 B8 8 (CCTGA)

& R & 1F

CNCERT MR I B W 4 % 4 B 5618, B T M 72 55 5 W 4 52 4 5 1 B W3 v ot
FohEAEAE, BEM&RAASELALR FIRST WERXRKR R, URT AN AHLR
APCERT WA R # 2 —, ¥4 “CNCERT EFFA1EKEitX]” , 5B A MHASE
BITBRANE. SWmEREAHALR, BEirwalk, L4HR. KA. ¢#EPFET
[E] e Am X 35 4 21 B T 4 %2 A8 oK A

2. % EE

EUHRA: RELAEEHHHNE L2 RN TFEFRESERERENE . &2RIEFSE
FEEGERAG. B EHNRGFRERT. FHEEEALELTLAEHNE T KN, B



| 5% BBk B 2090y www.cert.org.cn

T HE WS ERFRTHREMEERT, URBL R EE, FRE., BT HG,
ﬂ%%%%lW%HF%H%ﬁé?ﬁﬁ%%%ﬁ%ﬁﬁ%H%&%@%@H%ﬁ
2EM,

TERM: R FERETRNE 20 ML REWE ERIEI W4 225K
M T, Mg ZeERNELER. ZANBZERANSHEISNE, AAF
EURUEFEFNHNBLZLAFERER. MELZLBAMEREEXFERS.

MAAE: T EEXAMERINEERANEHMRE, KA E AR R
WNE, ERAENFFEAE: PRERNZTZLNESF, KARKGCEHIKMAF
HESF, PREZRFHIIVEZGRERAANEH, AP R FEXRADZHE,
UBRFSE R BN RBARRTFNERAE 22 ENHF,

MHFRE: EARNBZ2RN. FENLTLIY, R “XEEE, RE4R7
W, DIREFR k. ABHET. AE%ﬁF Tk oL Y HIBT, 2 FRAE R ATVE N B
FEEpIT, e etz tlRS. ARBERNELeMRATESRE, 25816E
P o BB ) 2 - I 47 R B A VB B O R %



| 5% BBk B 2090y www.cert.org.cn

AR R = B

(CNCERT LB N Z 2 mfhifE) (LLTEA “®E” D HEFRITHENME L2
AU F O CHRERLERM A 23, CNCERT 2 CNCERT/CC) #y= F T4,
B CNCERT % il H-3 8 AR & & LB sk 51 9 234 B4 9 1 4, E AT AR R 5
B o AR BT ACF B ¥ 7T i1 CNCERT #4728 %, K% CNCERT F&E, 17 #
EMATFEAREURL PN ZHE LR T HMF %

CNCERT A #RIEAR LW EFHMEF e b, HPWER. K. AN EESE,
TAE Ky A N B A b 523 % A0k SR B 38, CNCERT &8 5l Al X oy — 1 iR R AL

b1
BHE®)% (CNCERT 2R L 4 B WRE) , (R ELBPARLGAGOHRDR, #E

RIS KEMIFE, 4 tbéeH5: cncert@cert.org.cne



mailto:cncert@cert.rog.cn

] 5% EL B R = R 0 www.cert.org.cn

RAMZRZEERSE M

2021 £ 1 H, TN 2 2 ROVBEAR TP N R o TRE LAl kY
ZRICAT BT AS, TR BT N S IR I HE bR R4, R AR, L
W 28 22 A A o A TR E ELIC I X 4% 22 A PR ER TT TH, A T 5N R B Bl
IR AE P MR, SN NS T8l 22 A e
Tl s B A R B A AT, HoAth &2 28 22 2 AR B = 35 A AN ]
PR R o ok b, 1 3 AFLE I 28 22 2 5388 B H A ATl % .

EiWM{ L2 £

2021 = 1 H, IREFALMLKIZAT SR TR, BB BT A T
MHEPRIEH , A A HAT XA _E 138 BB R I 1 Atk X 243
i, RKREBRUL LMz s diit

*BEEEMEBES
AH WA A UM I st R R B = 7T A, 5 B ARER
W A4S, BRI s I A 0.6%. 155 A BUR N ik AN
AT EN O, 5 EHMMEK 44y, SN NG 755 1)
LEBlN 0.3%. HEREELZeRALEFE (CNVD) it E 1
2,036 i KIREBUMIITT AL ERAT . RIS EZEFE B RS T
S AR AL DA 20 S AT TR F AT

NHMFZIIIRER S
2021 1 H, tR¥5 CNCERT IR Eds, Fh 15 ELIE ) K] 25 22 4 34
B EBIRARE AN s AR sl e T 4R RS sh G T T, RN 119
FIARAS NP ik xy B 1) LA A 5 sefl AR P 4], 1 F F R B 3.6%.
PR 35 2 47 T 5 5 P B o X sl B 12,718 A, 5 B H TR B 15.1%;
B NN S T T M s 50l 3,009 4, 4 B A H K 58.4%. 4%t
P 93 4 B T BRSO 7,307 . 224w 5T, A H CNVD JRUR

1



[ 5% BB MR 2 0 www.cert.org.cn

EEBEERG LI 1,660 1, B EHMEK 36.0%. Hi &Gk
i 570 A, B EHMK 21.5%; 4R A RS fE 58 eI A
1,148 1, & EHIEK 31.7%. HAFZHEJ7H, CNCERT #ULHI M 4%
AR 10,239 1, BB R 21.2%, BEHRZ 15 0l T
PiEEM 3,223 . HEMEFHHEM 3,062 1. H{FABT I,
CNCERT Ab# | (2% 2244 10,233 14, Hrmi 2 195 52 W 54
B 2R 3,240 1. HEFEF A 3,050 1.



] 5% EL B R = R 0 www.cert.org.cn

AAMBZREETEHRRE

& WERE N AR

> AL ESF BB

2021 4 1 7, 85 A 119 Ji A& 1P Huhkxd B A =AU A 5l fe 2
FriEdl, 5 AME TR 3.6%. $4h X A g B EH A i =00
AR . WA LA .

AT al A T W IR 5588 IP BB 7,772 4. Hi, R AL
oGBS R IR S 28 IP A 2,406 4, dith X A BB HE 4 T =4 1)
SIRNTTRA S JERTT . WL BEAMK D BB TR P i R &5 4% 1P
£ 53661, FESAMTRE, PEEBMXAMEAAR. Hdg, 1%
] (47 IR 25 2] 115 741,014 D EHL IP, FEHIEEA 1ML IP %k
BEEAM, HIREM TR =ME LETE) IP Hidk, ZnldEh 75N
287,460 > F1 218,504 > FEHL IP.

> B3 LB REEF LT

2021 4F 1 H, CNCERT H si4&tx) H Ai AT 1Y #2082l s it
17008, RIUE BT BEREERETFREAR 12 4~ milERREGEERF
FEA 63 /4

2021 7£ 1 H, CNCERT HMHREE. MAMEE, 5 FE. =F
G LIRS IR N 2R 3 BB R LT 496 4. X LEFS A B
WEBRTFEAT BRSO, BIRIRKVEREER (S 94.2%), ik
TR (H58%)  FEEGTHEE (501%) 73315 . =1L,

& WL LZEHED

> FEHMHREKIEL
2021 1 H, BENHEE SN BN 12,718 4, 158 R M

3



[ 5% BB MR 2 0 www.cert.org.cn

i X A HE A AT = AL R AT T . IWARE R RE . 1%
P RGO R A 2 TR .COM 544 Wi, L2 il
KWt B U.GOV AR E 77 A, 35 P gl e ik )
LL 4514 0.6%.

> ERWGHEREANEITEL

2021 £ 1 H, SENBAEN G T M uEEcE Dy 3,009 4>, 5 N B AE
NJa TR Pk B2 e i X A HE A i = A il db iy T7RA
WA . s G, PHENETTEE R L 02 .COM 14 2 W
ulis WHEANETT.GOV A EMuGA 94, SN BB 1%,
b4 0.3%.

2021 %=1 H, 534h 1,241 4> IP bbb N 5110 3,013 4
Pk St R . Herb, 854N IP bk R A TR . P E A
Hby X RN [ S5 o ST A1 1P bl 8 s AN i 11428 1) 358 P X sl B ok
K E IR TR P bk AR A 1,252 MMEEREN TS TR, $EE
HAL, HUGE Sk E b E F R ORI 2L 1P kil 4> RN 559
AN 270 MBS T TR

> B # G EIEXL

2021 4 1 H, CNCERT 3 i 21 £ X358 i b 1) 475 B 0L A
7,307 AN, W J 4 1,962 4, IP Hbtik 175 A, 7EIX 175 4N 1P H1, 95.4%
L TEE4h, FEM T HEEFHX AT DB,
& REIED

2021 41 H, CNVD WA B35 B R A AU 1,660 4~ HH,
 fEIR 570 /N, RTOR] A SRk St i FE B T R 1,148 . EH I
T 844 />, g2 KBS R 4t) riAHs Cisco. Google. IBM.

Microsoft. Apple. Oracle %%,

RIS GBI FAL, I AT N RS . WEB B



] 5% EL B R = R 0 www.cert.org.cn

BAE RS WG Tl B SE Mg im i) « 24 dh (U
B Kt NRALI AR GESE) Bl R AR REBL A (VDIBRIN 280 1 46
Tl A CNVD WA IR, 4208 70 A HE 4 A =407
(4353 ) B R P I . WEB R U 9 4% 152 2% U o

¢® MEZ2SHERSLERR

> ERBUHE

2021 4 1 H, CNCERT W2 E N A fi i . s rial
P HEAE . A A R N 48 22 4 Fi A 10,239 4 (& 9F 1 did
ANE DT A W R — W 2% 2 e, BB RE i A S R b S
), Hrska BN FAHRE A 60 1.

£ 10,239 PR, HEA BT = A7 122 A A 2 Sl & P T AT
. BB, WRRIEE,

> FHAEREL

of [ Py A It HL P IR IR A L A AR T SR B 4 2 A
FfE, DL B IR I Y 2% 22 A B4, CNCERT & HARHE 411
SIS R AN AA TS ¥ R P PR RS R 2R, i B B AT A
RhFE,

2021 £ 1 H, CNCERT LA &4 73 3t [E B kb3 7 10,233
fe i A T B 2R CE R RIS SE A A E R E R L .

VE1l: [ ONCERT — & A Xt ¥ K E A ol fr R F M EHTHAE, SoRM T, T
R FE R L, ONCERT B # 4+ B E B h» KRR F O E

5



] 5% EL B R = R 0 www.cert.org.cn

By RiIEHERF

® GRA%

FERAGRIEE T HEAEM . R, W& F@ Eik&FH gk LA & A
BAE A E W R SR,

® JRiH

REAREEERAZ TR M, BHRACH T FAEGFER I EYWRE,
M EREEEABRROERATHEIBA RS, FHERAAEEZ AR,

o LIXEF

LREBFEREREENNERLT, EERRARTRX. PUTULE T LY
Heveyir. SREEFSRWHALT:

1. #EFAE (Trojan Horse)

REFAL (ARG ZUERAFAAGE, EZZTEERAF
HHNMAZEHNNEERE, @ T ERAK—HBENAFFHER, 5§

KEFH CARE” BAT2HEN, BMFeAD, ENE, ALEF
At —F oK BEAL, WEADS GHAD, TREHAD, K
EHFALE, THRHFAZRHECAL LXK,

2. BF & (Bot)
BFRFERATHEANELETFENEIRG, % BEANEE B
BFEFT#—F 42 K: IRCEFEF. Htp B EF. P2PEFEF
fEEEBFEFNE,

3. & (Worm)

W R ERES 2 EE, LWERARGAME LR EEEHNN
TCRENRD, HBEERE, EETH ok WS H BB HEE
B, URSEH, REAAG ML CEE T X,

E2: BEABRATHHAF RTHA. MEEXEKRTHAL,

E3: MRAGRATHHAFFR, EAFKRTHAL,

Ed: GEAGERATHHAP ENFHEXBIEENAT.

b TEEFRALZUSELFERFENEERNR, FabbRENERER P ENHAT,
E6: MEHTAGEATHEMF NEXEWREINREHH I RAAT,

T THREAGZATTRESL TRREE P EHGET, US—FRER P EAHAT,

6



] 5% EL B R = R 0 www.cert.org.cn

4, JF&E (Virus)
AT RETHNHHATES, UBAIERA P &E, ZmE
RAZEFZTALTEHNEENRA,
5, ¥
tRpRKREENETERERD,
MEREM TV E#WA R, 5N EHAN—LTERELER ik
FRFNLZEHDRBUEFBEAR R, AR R. Wi, FATHZERE
RN EERESR ER X HATHXK,
o BN
BFFEZHELZEFERNITENE, EZOF AR RE G R — X £
oA SRR EEREIREADKES BRFNENFATHENETEATH, 07 H
AT X B AT Wb #HAT A REB LRS- K E, K BEAEWIFEEE, HHAT “4%
%,
® EHRHKE

EEBFEEREAXE -—ENGEERARARERNR T E, RPTREAKT#
B, UHIBEEF R R ELERERS .
® FER

B TR o 2 R AR R E B A 2L, 4 S R I T A skt L 246
CENE AN AT

® WW{E

AT e RS R — HAR RS E AR T E (AR , 5
AE R, IR FAAERRMAER $% 7R KB EHEE T
G E AR IR B, EIRE P A B s, UIEBUR P A ARER A (e
BT S Atk P B .

o WW#D

T D R T A B R AR EE, B AL T T
Hot BB A,

o FEIT

CEANE X S R S PO P SR e I TR
o T AR S AR A B AT R

(i

7



% BB R 2 L www.cert.org.cn

® I

WREERAFENHEE GBEEERZERN &) KRB RS BHEA
B () REAFERAFRBEERSIFRARERN &, 2T, 2HP
AWEERETEENETES;, () KHEALEERNETEE; (=) [k
BABARG. HI, FFAEERENETEMH; (H) 287 ERNELE. X4
A, BE%EERH R TEE,

® HiuHE

BAHFREBLERRL B ERRERRAL RS LB E, £/F 7 &
V7 [5] 48 5 3 4% B3R 1B B IP M hE SR A P B 9E R K T

® RN

AT 1o AR 7 F AR IR B9 R P LLAR IE Loy F B Al 5B 5 B ERAIA
HEF-—RAEEFAERENERE RS Y, BEAALIIHRRAANARZF
(Exploit) k3K BUE & & L7 F AR o

o HMHyLHWMEEREF

ERFP A HERARRERLT, ERFEmA R T LR, BATULELIE
L H Y, AR & R E S AR ERENAT AW IAT M R FE R B




